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Introduction

Riyad Bank is committed to maintaining a high standard of integrity and compliance, safeguarding
against fraud in all its operations. This document outlines the bank's approach to preventing,
detecting, monitoring, mitigating, and reporting both internal and external fraud, aligning with
Riyad Bank's Anti-Financial Fraud Strategy. The policy emphasizes the importance of promoting
ethical behavior and legal adherence, ensuring a secure and trustworthy environment for both the
bank and its partners.

Applicability and Scope

This document applies to Third Parties who participate in responding to proposals to provide IT
products, services, support, and/or any form of material outsourcing to Riyad Bank. All Third
Parties awarded a contract to provide such services to Riyad Bank must acknowledge the
requirements set forth in this document.

The purpose of this document is to address all actual, suspected, and potential fraud risks
involving Third Parties, such as vendors, contractors, consultants, and other external parties
associated with Riyad Bank.

Definition of Fraud

Based on SAMA'’s Counter-Fraud Framework, Fraud refers to any act that aims to obtain an
unlawful benefit or cause loss to another party. This can be caused by exploiting technical or
documentary means, relationships, or social means, using functional powers, or deliberately
neglecting or exploiting weaknesses in systems or standards, directly or indirectly.

Anti-Financial Fraud Requirements

To maintain the highest standards of integrity and mitigate fraud risks, Riyad Bank requires Third Parties

commitment to prevent fraud through established policies and code of conducts, ensuring that all third

parties have adequate controls and processes to detect and prevent fraud.

*  Third Party must disclose any potential or actual conflicts of interest that may arise during the
engagement.

= Third Party must not engage in practices such as collusion, bribery, misrepresentation, or concealment
of material facts when dealing with Riyad Bank.

*  Third Party must not use Riyad Bank'’s proprietary, financial, or customer information for any purpose
outside the agreed-upon scope of work.

*  Third Party must submit detailed, accurate, and verifiable invoices with supporting documentation.
Inflated or falsified invoices will be treated as fraudulent activity and addressed accordingly.

*  Third Party must ensure the accuracy and integrity of any data provided to Riyad Bank and report any
discrepancies or errors promptly.

*  Third Party must notify Riyad Bank immediately if any fraudulent activities, suspicions, or violations of
these requirements occur during the engagement.

Ethical and Regulatory Requirements

Contractors and third parties engaged with the Bank are required to fully comply with the Bank’'s Code of

Conduct, or to have established code of conduct with the third party. Further, as part of the Bank's third party

due diligence the following will be required.

. Prior to entering any business relationship, the Bank will conduct comprehensive due diligence and
screening of prospective third parties. It is the responsibility of the third party to provide accurate,
complete, and truthful information during this process.

. Furthermore, third parties must have in place their own Code of Conduct, which must be made available
to the Bank if required and ensure that their organizational culture and ethical practices does not
encourage fraud.
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6. Incident Response
All third parties associated with Riyad Bank are required to report any suspected or actual fraud, or any
suspicious activity, to the Anti-Financial Fraud Department, with written communication being the preferred
method.

. Third parties can report any suspected illegal, unethical practices, or misconduct—confirmed or
potential—through Riyad Bank’s whistleblowing channels via email at mailto:wb®@riyadbank.com or by
phone at +966-11-276-3034 (Ext. 9721) or through the website.

https://www.riyadbank.com/about-us/compliance-statement/whistleblowing

= The contractor should also cooperate fully by providing any relevant information required by Riyad
Bank's during the investigation of the incident if required.
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