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1. Purpose

The purpose of this document is to define the Cyber and Information Security
requirements for vendors who participate in responding to proposals to provide IT
products, services, support, and/or any form of material outsourcing to Riyad Bank. All
vendors awarded a contract to provide such services to Riyad Bank must comply with the
requirements set forth in this document. At its discretion, Riyad Bank may require
vendors to implement, comply with, and/or provide proof of some or all of the
requirements laid out in this document.

2. Security and Privacy

The vendor shall facilitate the Riyad Bank's risk assessment processes prior to
contract execution and for all renewals, as determined necessary by the Bank.
The vendor must sign the Non-Disclosure Agreement before the
engagement;

The vendor must implement appropriate technical and organizational
measures to protect Riyad Bank information (collected as part of this
engagement) from possible data breaches and provide assessment reports of
implementation of security controls as and when requested by Riyad Bank;
Riyad Bank business or transactional information must not be used for any
other purpose than what is specified in the scope of work and/or copied to
other disks or transferred to other location without a written permission of
Riyad Bank;

The vendor must not disclose Riyad Bank information to any unauthorized
personnel and/or third parties;

Riyad Bank information must not be stored on a portable media where
applicable;

The vendor shall return Riyad Bank's business information in a usable format
and remove irrevocably from their possession in a secure manner on the
expiration and/or earlier termination of the contract;

The vendor shall implement due care to ensure that network connections
(established as part of this engagement to provide remote support; if
required) are not used to compromise the security of Riyad Bank systems.
The vendor must implement due care to ensure protection of personal
information collected as part this engagement (e.g., obtaining consent,
making disclosures, etc.) as per applicable privacy regulations such as GDPR,
etc.

The vendor is responsible for ensure that all their employees undergo to
background check, sign Non-Disclosure Agreement, and receive a
cybersecurity awareness before starting the work relationship to protect the
confidentiality of Riyad bank's information.

The vendor shall ensure that any stored Riyad Bank data is segregated from
the data of other customers.

The vendor shall ensure that Riyad Bank business/transactional information
must not be copied or transferred to other locations/means without a written

permission of Riyad Bank.
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3. Secure SDLC

e The vendor must facilitate Riyad Bank to perform Cyber and Information
Security Risk Assessment prior to signing the contract or upon changes in
relevant regulatory requirements, and to periodically perform cyber security
reviews and audits, as and when requested by Riyad Bank. The applicability of
offsite and/or onsite assessment will be decided by Riyad Bank. (SAMA CSF
3.4.1-4); (ISO/IEC 27002:2022 5.20.)

¢ Riyad Bank Cyber and Information Security team conducts Cyber Security
Risk Assessment, Vulnerability Assessment, Security Testing, and
Penetration Testing of the products deployed at Riyad Bank. The findings of
these exercises are incorporated in the solution design and development;

If the fixing of these findings requires additional cost, it must be borne by the
vendor,;

e Source Code Security:

o Source code of the software supplied to Riyad Bank must be scanned
for security vulnerabilities using industry standard source code
security scanner;

o The source code must be free from security vulnerabilities;

o Acodereview report (or equivalent, such as an independent assurance
statement) as per the request of Riyad Bank must be provided in case
the source code cannot be provided to Riyad Bank;

Usage of Open-Source software: Any usage of open-source software in the
product supplied to Riyad Bank must be identified and a code review report must
be provided as per the request of Riyad Bank. Only the approved versions with
clean code scanning reports are allowed to be used on Riyad Bank systems;
Detailed Application Security requirements are shared during the
design/deployment phase of the product.

4. Incident Response

e Any security incident (e.g., data breach, etc.) to the vendor environment
and/or any of its products supplied to Riyad Bank, that poses risk to Riyad Bank
and/or its subsidiaries business, must be notified to Riyad Bank immediately
through email on cert@riyadbank.com and phone call on +966 11 204 6600
extn. 6500;

e The vendor must facilitate and/or provide the relevant information to Riyad
Bank Cyber and Information Security team during the investigation of such
incidents.

5. System/Network Security
Products supplied to Riyad Bank must comply with the following requirements:
5.1 Authentication
e The products must require authentication before granting access through
directory service protocols e.g., LDAP;
¢ Single Sign On with Active Directory authentication is preferred;
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e Dual control (reviewer & approver) should be supported wherever required;

e Product must support integration with multifactor authentication solutions;

e Role based access control must be supported;

e In case the product stores user credentials locally on the system, the
credentials must be stored in salted hashed format. One user, one account
policy and complex password settings must be supported.

5.2 Authorization
e The product must support access profiles (access roles or access groups);
e Allaccess granted to users must be provided through access profiles;
e Access profiles for business users, security administrators, and system
administrators must be fully segregated; with the flexibility to customized
access profiles as per Riyad Bank needs.

5.3 Three Tier Architecture
e The product must support separate Web, App and DB instances.

5.4 Auditing and Logging

e The product must support logging and storage of authentication events (e.g.
failed login attempts, password resets, lockouts, user creation, etc.)
authorization attempts, administration activities, business transaction
activities, etc.;

e The logs must record attributes: when, who, what, where, and possibly the
previous values and new values of the changes;

e The product must not allow modification of logs through user interfaces;

e The product must have an ability to export the logs to external SIEM systems.

5.5 Encryption

e C(Critical data in the product must be encrypted during storage and
transmission, with at least 128 bit key (for bulk data transfer using symmetric
algorithms);

e Public and private key algorithm using latest encryption protocols should be
used to encrypt transmission of critical data and the product must support
digital certificates with at least 2048 bit key size and sha2 hashing algorithm
signed only by a trusted CA;

e Web Applications must be available only over Transport Layer Security (“TLS
1.2 and higher”).

5.6 Input Validation
System must authenticate and validate data before accepting it either through
the user interface or through any other means. Backend system should not
accept any data tampered during transmission from front end.

5.7 Session management
System must have the capability to manage the sessions e.g. secure handling of
multiple requests to aweb-based application or service, idle session timeout, etc.
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5.8 Secure Interface
System must use secure methods for communication with other systems such
as secure APl connections, secure MQ connections, etc.

5.9 Web and Mobile Application security
Web and mobile applications of the product (as applicable) must be developed
following industry standard security best practices, e.g. OWASP, etc.

6. Cloud Security

e Riyad Bank's information hosting and storage must be inside the Kingdom of
Saudi Arabia;
e Riyad Bank must obtain SAMA approval prior to signing the contract involving
cloud services;
e Vendor must facilitate Riyad Bank in conducting the Risk Assessment prior to
signing the contract. This is a pre-requisite of obtaining SAMA approval;
Detailed cyber security requirements for cloud services will be provided as per the

applicability.

7. PCI-DSS

The vendor shall comply with the following, if the engagement is related to payment card
transactions:

e The vendor shall comply with Payment Card Industry Data Security Standards
("PCI DSS") and any amendments or restatements of the PCI DSS during the
term of this contract;

e The vendor is responsible for the security of cardholder data it possesses or
otherwise stores, processes or transmits; on behalf of Riyad Bank customer,
or to the extent that they could impact the security of the Riyad Bank
customer’s cardholder data environment, evenif all or a portion of the service
to Riyad Bank are subcontracted to third parties;

e The vendor shall notify Riyad Bank, if it fails to meet PCl requirements, at any
stage during the term of this contract at cert@riyadbank.com;

8. Sub-contractor

e Thevendor must disclose if there is any subcontracting to provide the service
to Riyad Bank.

e The vendor must ensure that all these requirements (as applicable) are
implemented and covered by the subcontractor.

9. Regulatory Obligations

In addition to the above, the vendor must ensure that they are compliant with
applicable Cyber Security requirements of regulatory authorities of Kingdom of
Saudi Arabia i.e., Saudi Arabian Monetary Authority and National Cybersecurity
Authority.
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